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Preface

1. Purpose of Standard

The purpose of this standard is to define use cases and requirements for the multi—-
device content protecioin system for the Republic of Korea |IP-based broadcasting
environment, which is based on the international standards ITU-T J.1010, ITU-T
J.1011 and the European standards ETSI ISG ECI and the North America next
generation terrestrial broadcasting standards ATSC 3.0.

2. Summary of Contents

This standard specifies use cases and requirements for exchangeable, embedded
CA/DRM solutions, enabling CPE to download CA/DRM clients under a trusted
environment. By utilizing downloadable multi—-CA/DRM service, entitled consumers
can consume broadcast and broadband content, which is controlled by DRM and/or
CAS, even though a CPE does not have a required content-related CA/DRM client
available by downloading it from a trusted source.

3. Applicable fields of industry and its effect

Currently implemented solutions, whether embedded or as detachable hardware,
result in "Lock—in" effects. This seriously restricts the freedom of many players in
digital multimedia content markets. Due to technological advances, innovative,
software—based CA/DRM solutions become feasible. Maximizing interoperability while
maintaining a high level of security, they promise to meet upcoming demands in the
market, allow for new businesses, and broaden consumer choice.

4. Reference Standards (Recommendations)

4.1. International Standards (Recommendations)

- ITU-T J.1010, “Embedded Common Interface (ECI) for exchangeable CA/DRM
solutions; Use cases and requirements”, 2016.
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- ITU-T J.1011, “Embedded Common Interface (ECI) for exchangeable CA/DRM
solutions; Architecture, Definitions and Overview”, 2016.

- ETSI GS ECI 001-1, “ETSI GS ECI 001-1: Embedded Common Interface for
exchangeable CA/DRM solutions (ECI); Part 1: Architecture, Definitions and Overview”,
2014,

- ETSI GS ECI 001-2, “ETSI GS ECI 001-2: Embedded Common Interface (ECI)
for exchangeable CA/DRM solutions; Part 2: Use cases and requirements”, 2014.

- TG3-S31-087r13, “System Requirements for ATSC 3.0", 2016.

4.2. Domestic Standards

- None

5. Relationship to Reference Standards (Recommendations)

5.1. Relationship of Reference Standards

This standard specifies the usecases and requirements for broadcasting service of
Republic of Korea based on the reference standards.

5.2. Differences between Reference Standard(recommendation) and this Standard

NGBX.XX.XXXX Reference Standard Remarks

6. Use Cases of IMCP system| ITU-T J.1010, ETSI ISG ECI Part 2 modified

7. Requirements for IMCP ITU-T J.1010, ETSI ISG ECI Part 2 modified
system

6. Statement of Intellectual Property Rights

IPRs related to the present document may have been declared to NGB. The
information pertaining to these IPRs, if any, is available on the NGB Website.
No guarantee can be given as to the existence of other IPRs not referenced on the
NGB website.

And, please make sure to check before applying the standard.

7. Statement of Testing and Certification
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7.1. Object of Testing and Certification

None

7.2. Standards of Testing and Certification

None

8. History of Standard

8.1. Change History

Edition

Issued date

Outline

The 1st edition

2016.08.26.

Established
NGBF-STD-017

8.2. Revisions

None
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IPJIBt &S BHHNHA ZElI CA/ODRM 2EIZES AlAE!
SFAAHOIA & RP2ALE
Use cases and Requirements of Multi—-CA/DRM Content

Protection System in IP—based Broadcast Environment

1. R

CA (Conditional Access)?

i

DRM (Digital Rights Management)0il &= MHIA &
HER A2t CPE (Customer Premises Equipment)S

ZH = B5= JH=, AU,

Letol=e CIXNE 280 209 90| 2 286t=0 22011, 1 S8E2 2=
22X UERA & PayTV 2E X2 At RELE2 ES0oH)| /E0ICH HEXHSZ CAe
HERKIE Soll MElA HMBXUZ22H 2Hids 25 2H =0 ¥2ots WI2ALIS
TS 510 U= BHH, DRM 2 A=A Ao OE Ar=2dele 38 2 EEE
Jl=stCt.

JIEQ OXE 25, IPTV U4 MZ2 OTT (Over-The-Top) MHIASH AMEE=
HE 22 CA 2 DRM AlAHISEE2 HES NIR 2ot 23H QAE Hioldold CPE £
AESICH O Z0H UERIAASE SHZ ASZN & 48 CPEE WERI2B E=
SHS BU AFEE == SICH 1 BtUHel RS Ot&IHXIOICH OHEZ, CIXIE TV A8
ANES B0 NHE2E0EotLI2H ZSHE0ICH U2 S& U200 Ol 220 UL 22l
tsg CA/DRM =52 28st £268 S M3B0HA Z=C JHA201 Motk 22H,
=2 AHOIS0ILL /I TV AtEE DD, SclHQ CIHHIOIAD e HES W 22 £8d
ol ArEE = giCh

S 8= embedded £= Z2I IS8t otE/IH CA/DRM £RE=2 AMEUA
“Lock-in" S E ZXcSIC 0 E2HSS CIXE ZEIDICIH 2= AFUHA Z2
SAES UHRE H2AGHH HMIEHstCh JI=&Qel e 920, SaE0D 2ZEYN
Jigtel CA/DRM &R E S0l A8 Jisotdl ZATH =2 =F2 22t S XIotHA
EE9 45 SEdE HUstots N0l BELES AHIAUS M0 MEZ2 A0l sI=El=
Olcie AIE QFE SSAIICH

AHINE2 A0 R0UE CPES2 HS AEE 2= JUASX 0 2401 JUCH HE Y9,
OlAb E= UIERID MRS BHE =0l ZHIE OE &Y IO ZE2 MUlAN 018
= UA=XE 230l stCh Ol= HE S 2ot 0PI HE J|etez & CA 2 DRM 2&
CPE E9 &5 S&tH0| B& T 0F2 DI sSotCH AHIAF RgE, Ag 0 2128t W&t
Jts CA/ DRM AlAEIES BXHHES2ZMN CPE AIES 282 U2 £ JULD O ES 3A
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= A= B2 BOIE0 et 2= AHEOIA #HS F2sttt. U2t HE2 dzlHel
BF0A HSotl SH AIEAIF FHSet 20 e 2z g5 e S12
CEEXZ g8/t = 2SS HZE Sof dE2E 23 2= AIEE Jisotil et
= HE DB S TH=E B £F02 = 2560 HE=s USAAHEY 85 A1
SEReoz 41 & 2g8E = Ut

3. X EE(AD)

b2 2ME0l 2 E&2 &1 F2AHAZ2 ALEE UL

- ITU-T J.1010, “Embedded Common Interface (ECI) for exchangeable CA/DRM
solutions; Use cases and requirements”, 2016.

- |ITU-T J.1011, “Embedded Common Interface (ECI) for exchangeable CA/DRM
solutions; Architecture, Definitions and Overview”, 2016.

- ETSI GS ECI 001-1, “ETSI GS ECI 001-1: Embedded Common Interface for
exchangeable CA/DRM solutions (ECI); Part 1: Architecture, Definitions and Overview”,
2014,

- ETSI GS ECI 001-2, “ETSI GS ECI 001-2: Embedded Common Interface (ECI)
for exchangeable CA/DRM solutions; Part 2: Use cases and requirements”, 2014.

- TG3-S31-087r13, “System Requirements for ATSC 3.0", 2016.

4.1.1.IP J|et &+E&AHA HEl CA/DRM 2HIX 25 (IMCP, IP-based Multi-CA/DRM
Content Protection)

CPE W AZEO JI8t #HE Jisst IMCP 2ci0IHES] Pt LS ol Sk,

IMCP Off 234 & CPE &XI2 &5 S84 2 MSStCh.
4.1.2. IMCP 22t0IH E (IMCP Client)

E4
I 2SAZ2RH 2= 20 et AdIA =210 2el
== HMSBetCt. £&, IMCP Sct0I¢HEE= AHIXIE AHE 6t
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4.1.5. IMCP Z1HI0lH (IMCP container)
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CA/DRM ZciOI¢ES &5 sEds 2&E0. IMCP ZHOIHE AZENH L=
SIERIN EEiz 248 = ULH HE S 2AZEN el IMCP 21EI0IH= VM 014,

ot=RI0f 2HI0IH = TEE Ot 2 = RULH.

A

4.2. %0

= HE2 UsS 0SS ALEetih:
AES  Advanced Encryption Standard
CA Conditional Access
CA/DRM Conditional Access/Digital Rights Management
CE Consumer Electronics
CENC Common Encryption
CPE Customer Premises Equipment
CSA Common Scrambling Algorithm
DECE Digital Entertainment Content Ecosystem
DRM Digital Rights Management
ECI  Embedded Common Interface
IMCP IP-based Multi—-CA/DRM Content Protection
IP Internet Protocol
IPTV TV using the Internet Protocol (IP)
ISOBMFF ISO Base Media File Format

OTT QOver—-The-Top (over the open Internet)
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Personal Video Recorder

PVR

TEE Trusted Execution Environmnet

URI
VM

Usage Rights Information

Virtual Machine
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2] IMCP = IMCP HE AZEAN0 CHEt IMCP 21EIOIHE &E 2ol 0F StH, Of IMCP
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[R08] IMCP= & O = S UERZD MM HESHH &SE 25 2= UHE
HOIE29 22 =22 XY = A0k &t (YR). 0l= dtLel IMCP 2et0IHEDL
Z2= CPE W2 £ CE IMCP Sct0IHER SAE = Y= AHHOIAI ERYS
OI0IGHH, 012 22 JIs& 2 2= AR US0| gaict= URI LHE HOIA B JHsoH OF
SHCt (2SR).

[R9] IMCP 2cl0I¢E= 5 ZHI=E IMCP HIS& EX2E =8E = ULE FE 2
2 ACH (M=), 012t 22 JIs2 2 BH= ARXUS0| Lst= URI LIS CHOIA L
Jts ottt

7.3. ALSTH 23 A

[R 10] IMCP & ALSXHOIAI FIOIL A& B2l Ul Z&EE <
7S 8 API £ MISal0F ST (B 1).

:Oé
=

0
>
e
m
=
=}

N

[R 11] IMCP = IMCP & At&dt= M= UE CA/DRM AIAEE = il THE
(MHIZ)0A AtEotE Z<et X2t HIx=g CA/ORM &2 80 AF0 Het FIHA
XIAO0| LM X 2400 BHCH (A1), S, LErNol Y (MHlA) & &4& 0 CA/DRM
ANABOl HEE = 2= 1ot

o
>

2] RE IMCP 2 S&HS2 (0, & S2, IMCP 2201 E URZE) AHEX 2 E

7.4. IMCP 2ci0|HE i 28 A

[R 13] IMCP = CA/DRM HMIZEAN, EXl HEAH ZHE L= MHIA 2IXE9 FHat
20| A7} CA/DRM MHEIA HZ2XE2o HAS 526l 0F 8L} (2R).

[R 14] IMCP Z22I0|HE HA Al ABIA 20 Ot H&2 = A5 ol 0F SHCE (2 2).
15] IMCP Z2I0|E B1&H 5 scrambled PVR 2EI=x2} 20| B1&H ™0 &8

O
3t A0l AFEXH LEOIM SFS B 90l JHSHOE B

[R 16] IMCP = AIE2 230 2o CA/DRM AISXHS0I CHE W& IS8 S&8 IMCP
SCt0IHEQ LS SEE 0l 0l MEHSHA 2L0t0F 8Tt (2 S2).

ron

}

ol

T

7.5. IMCP AIAHE S0t 2t KA

0
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| A2 CPE &0IA IMCP Z220IHEN et etdet O2eE 2 EXl=
Bto 2 0IR0f MOk 8Tt (222).

[R 18] CPE & 2 ZF2 IMCP S0IHE0 CHol SLstE F& QHMOIAS
MZEots AZEYN A (0: VM) £= L=/ A (0 TEE)S 2HI0IHE M3l o
St (2 2R).

[R 19] IMCP S20IHESI SAE AAHEE2 HHeE MRS (IALE LEE =

9/1010 °|'l: (——I_I_)

L 2EMHA S EIOM-IE ot ECH (2R). Cret
hHe=z del 018 e 2

[R 22] IMCP AIAEIE2 JIZE CA/DRM AIAEIS0l IMCP AIAEI2Z2 0= (migration)dt=
A2 5IZoH0F &Lt (2AR).

[R23] IMCP = &% =D} e 4 A= IMCP Ofl CHet Hs &t S MIZ206H0F 8t (9 ).
JI& IMCP 28 =& CPE LI IMCP Z2c2I0|HE A0 &0 et =0 LEtY £+
Ue F=IHIISSO St usage right S M2l 4 A0 0F &L (2 ).

[R 24] IMCP = B0t HXZM ADIEIIEE AIZ0lLE, AI20IX 2= AAE BEE
KNSE 2= QL (HEH)

[R 25] IMCP = MZ CI2 CA/DRM AlAE HEZIHOIHES0| RPets RE Yol
FHX B35 J|Iss2 XKMO0L 80 ().
[R 26] IMCP = IMCP Z22/0|9E HZ Al 0{[{st 6IEY0 RAE s HES
QLIAGHAE oF ECH (9IR). Bt AQIEIICS I8t CA/DRM A|AEIS] AQIEIC BIH (Y
(&t 2R, 2 QIRAIES 020|Ct

E| A S

[R 27] IMCP = ZASt AES LS3HE XIKFAGHOF B0 (YR). IMCP SAEE=
ISOBMFF / CENC Jt &2 = X2l JIsS XIKH0k ST (2 R).

[R 28] IMCP = IMCP IMCP ZHIOIHS2} IMCP SAE 2+ HASH OIHHOIAS Sl
Z 42 usage right E2 XI2& &= JA0O{0F 8L (AS).
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