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2 HEE2 U2zt g@4A J|8t HE| CA/DRM (Conditional Access/Digital Rights
Management) &8& Jls=1 2&dol =2H® ZE=Q ITU-T J. 1010€ ITU-T J.1011
I |8 E=0 ETSIISG ECIZ J|EtO2 ol =2 A= ULes IPIIEH g &H
A ZEl CA/DRM 2REI =X B3S AAES 28 Transport Layer Security 72 &

g =HLZ sttt

2 FR U 2%
2 E=2 CPE(Customer Premises Equipment)Jt &2 230 AMH CA/DRM Z¢240]
HEE (==

otJl st wek Jisé IMCP (IP-based Multi—-CA/DRM Content
BIol TLS (Transport Layer Security) #23 S HAISHCH. IMCP AlA

SZC
Protection) Al

B=x= X ATES (over—the—air)=28H OfLlet IPJIES] ZUHYE MHES &
Ct
ct

oA BE =
WS Hae

E2 IMCP 2

=
=
B2 TLS=S Sol

. TLS2 IMCP Z22H0I#ESt IMCP At 29 £ IMCP 22t0]¢f
E2to] UE LS Sot 2o HAS BIECL IMCP AlA

2 P23 SE= MBS

2(0]) EE2 X HZE 2AES JIE22 610 8= XAD &s S0l XA
IPD| B BtSBHUA LEl CA/DRM ZEIX 85 A|AHS 28 Transport Layer

ol
Security #&3 2 &2|6tAUCLt.

- ITU-T J.1010, “Embedded Common Interface (ECI) for exchangeable CA/DRM
solutions; Use cases and requirements”, 2016.

- ITU-T J.1011, “Embedded Common Interface (ECI) for exchangeable CA/DRM
solutions; Architecture, Definitions and Overview”, 2016.

- ETSI GS ECI 001-1, “ETSI GS ECI 001-1: Embedded Common Interface for

exchangeable CA/DRM solutions (ECI); Part 1: Architecture, Definitions and Overview”,
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2014.
- ETSI GS ECI 001-2, “ETSI GS ECI 001-2: Embedded Common Interface (ECI) for
exchangeable CA/DRM solutions; Part 2: Use cases and requirements”, 2014.
- TG3-S31-087r13, “System Requirements for ATSC 3.0”, 2016.
- TG3-S36-086r10, “ATSC Candidate Standard: ATSC 3.0 Security and Service
Protection”, 2017.
- |IETF: “TLS 1.3, The Transport Layer Security (TLS) Protocol Version 1.3,” draft-ietf-
tlIs—-tls13—-14, Internet Engineering Task Force, Fremont, CA
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Preface

1 Purpose

The purpose of this standard is to define the specifications of Transport Layer
Security for the multi-device content protection system eligible for IP-based
broadcasting environment in Korea (Rep. of) by referencing the international
standards ITU-T J.1010, ITU-T J.1011 and the European standards ETSI ISG
ECI.

2 Summary

This standard specifies the specifications of Transport Layer Security for
exchangeable, embedded CA/DRM solutions, enabling CPE to download CA/DRM
clients under a trusted environment. In the IMCP system, content is transmitted
over broadband channels as well as over—the—air broadcasting. Transport Layer
Security ensures a secure connection between the IMCP client and the IMCP
server or between the IMCP client and the IMCP client through the interaction
channels. The IMCP system Transport Layer Security provides authentication and
encrypted communications between two peers communicating.

3 Relationship to Reference Standards
3.1 Relationship of Reference Standards

This standard specifies the specifications of Transport Layer Security for
broadcasting service of Republic of Korea based on the reference standards.

- |ITU-T J.1010, “Embedded Common Interface (ECI) for exchangeable CA/DRM
solutions; Use cases and requirements”, 2016.

- |ITU-T J.1011, “Embedded Common Interface (ECI) for exchangeable CA/DRM
solutions; Architecture, Definitions and Overview”, 2016.

- ETSI GS ECI 001-1, “ETSI GS ECI 001-1: Embedded Common Interface for

iii FBMF-STD-003
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exchangeable CA/DRM solutions (ECI); Part 1: Architecture, Definitions and
Overview”, 2014.

- ETSI GS ECI 001-2, “ETSI GS ECI 001-2: Embedded Common Interface (ECI) for
exchangeable CA/DRM solutions; Part 2: Use cases and requirements”, 2014.

- TG3-S31-087r13, “System Requirements for ATSC 3.0", 2016.

- TG3-S36-086r10, “ATSC Candidate Standard: ATSC 3.0 Security and Service
Protection”, 2017.

- ISO/IEC 23001-7, “MPEG systems technologies — Part 7: Common encryption in
ISO base media file format files”, 2016.

- NGBF-STD-017, “IP JIgt && &Z0AM ZEl CA/ORM ZEH= BS AIAEH A
OlA 2 QFAE", 2016

- FBMF-STD-002, “IP J|gt && SZ A ZE CA/DRM ZH= 25 AIAE OF3|E
X", 2017

3.2 Differences between Reference Standards and this Standard

FBMF-STD-003 Reference Standard Remarks

5. Transport Layer Security
Specification for IMCP| ATSC 3.0, TG3-S36-086r10 modified

system

» FBMF-STD-003
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POt g8t &AHUA ZE|l CA/DRM ZEIZES AAEEZS ¢&

Transport Layer Security =
Transport Layer Security Specifications for

|IP—-based Multi—-CA/DRM Content Protection

J
0o
0%

H =2 CPE(Customer Premises Equipment)Jt &2 &30 A CA/DRM Z:2t0|

22E& otJl I8 we Jisg IMCP (IP-based Multi—-CA/DRM Content
Protection) AIA&2 TLS (Transport Layer Security) #22 HAISCH. IMCP AlA
BN 2E == X&I2S(over-the—air)& 8t OtLI2t IPJIBIS] 2SS MEE2 S
HAME HEECH TLSS IMCP Z22t0IMEQ IMCP AMH 2te L& IMCP 2201
EQ IMCP Zci0IHEZIS L MES S&t 2ot AZ2 ZBHSEHL IMCP AlA
B2 TLSS Sol Selole & &0 2t9 o5 L 253 SAE HI3EHT

= H&E2 IMCP AlIAEAO M

1) IMCP OHEZcIAHOol&E @l

2) IMCP OHZc2IAH 0l &
e dold

3) IMCP = &XI2 F=HY(companion) &XI2t2 HIO0IH Hel &

"
e O

= HE0WAM= IETFOHA EE&E 22 #AS flet U2 Tzl s Foettt. 0l
clet ZTzmads AU AN, & HElidse A2 OE ZE =2 OO0IH Xl
S8 dEtl 2™ 22 Y= ZheSS MEotlA ettt 0 Zzmtg=2 SE
Mol SSUAM AEEs Y33t 20eEse A0 U e EE2 RHLS X
SotEA FAE EE Jl=2 #2 FE0l Jitsot=F EHEAL
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- ITU-T J.1010, “Embedded Common Interface (ECI) for exchangeable CA/DRM
solutions; Use cases and requirements”, 2016.

- ITU-T J.1011, “Embedded Common Interface (ECI) for exchangeable CA/DRM
solutions; Architecture, Definitions and Overview”, 2016.

- ETSI GS ECI 001—-1, “ETSI GS ECI 001-1: Embedded Common Interface for
exchangeable CA/DRM solutions (ECI); Part 1: Architecture, Definitions and Overview”,
2014.

- ETSI GS ECI 001-2, “ETSI GS ECI 001-2: Embedded Common Interface (ECI) for
exchangeable CA/DRM solutions; Part 2: Use cases and requirements”, 2014,

- TG3-S31-087r13, “System Requirements for ATSC 3.0", 2016.

- TG3-S36-086r10, “ATSC Candidate Standard: ATSC 3.0 Security and Service
Protection”, 2017.

- |IETF: “TLS 1.3, The Transport Layer Security (TLS) Protocol Version 1.3,” draft-ietf-

tIs—-tls13-14, Internet Engineering Task Force, Fremont, CA

2.1 =

FHl
MM

- NGBF-STD-017, “IP JI8t & ZEl CA/DRM 2EHIZ 25 AAEH KA

Of
rig
oY
2
x

OlA 2 RFAE", 2016
- FBMF-STD-002, “IP JIBF && SZ0AM ZEl CA/DRM 2H= 235 A|AE O3] &
X7, 2017

3 &0 82

3.1 IPJ|Et YEsANA ZE CA/DRM 2EIX 2S5 (IMCP, IP-based Multi—
CA/DRM Content Protection)

CPE LH

V:
IMCPE 43t
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3.2 IMCPAI B (IMCP Server)

IMCP 2cl0lHEN ZHE= L= JIEH AHIAE NMIotd & HEEF2 AYHE QA
&= Exole BE= IP A& X

3.3 IMCP Z¢ct0IAHE (IMCP Client)

IMCP2t S &&= CA/DRM Sct0IHES RE. 0lXE CPEN Uz 2ZEHNH 2
=00 JH= HZIAL 2ENZ22H StHE = ZE=0 st A"l A AFE 0 #Hel
£ B3 &) fgt E= =H= M8l L8, IMCP 2201 E= AUIAIE AFE
ole dellt A& 22 28 2 et dseteE HAIXNL 2E=E ol &olJ|
fIgt JIE &=L,

4 0 L 29

4.1 2&0d

= Z2&E2 Us 4SS ArEst.

AES Advanced Encryption Standard

ASCII American Standard Code for Information Interchange

CA Certificate Authority

CcD Companion Device

CEA Consumer Electronics Association

DNS Domain Name System

DNSSEC Domain Name System Security Extension

DRM Digital Rights Management

DTCP Digital Transmission Content Protection

ECDHE Elliptic Curve Diffie-Hellman Ephemeral key exchange

ECDSA Elliptic Curve Digital Signature Algorithm

GCM Galios Counter Method

IKM Input Keying Material

IMCP IP-based Multi-CA/DRM Content Protection

P Internet Protocol

OCSP Online Certificate Status Protocol

PD Primary Device

RFC Request for Comments

RSA Rivest, Shamir, and Adelman

3
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TLS ¢ I
A
!
el = CA/DRM
sl 2 38 —
YEA

\\7 £ (IR J /

a9 1 9d A FA =wel Aol IMCP Zgto]dE TLS 4 oA

52 TE AHE ES

dE AHS 2s= O0IH A5 HEUAM OI0IEIH AZE(spoofing) &l AL 2=
20l tHet 23 Jiss MSEU 85 HS E3lle €22 238t #2 2 =2
230t ZeE =& UL 85 S 2U=| Ysote = EUA e

IMCP 2ci0IHEE &ger IHEs S8 2o 2= 2ol TLS 1.3 TLS 1.2 258
o OF B0 TLS 1.32 OI™ &0 HloH Xl 52 2o ZEHA JHE0l TIACH
HMel SE=TUML HEE2 TLS 1.320 EE/&2l(handshake)2t A& THOH E <

RTT (Round Trip Time)Jt 8t SHX® =UHE 210ICH TLS 1.2°2 £&/&Q2l(handshake)
WA RTT= 2&tH Il Broll, TLS 1.32 1&+HISl RTTOICH. 8 A& THOH & &
1.32 0 A2l RTTOICH E0ot

L TLS 1.2= RTT 1&AHQIO BHoll, TLS ZHHAML JHA
2 TLS 1.2 tHHl XI2MK =& WEXQ =2 (high-profile attacks)0ll CHst 22X
of s QAN X222 O 014 AIEHX %= LnelsS (0, MD5, SHA-224,
S)0l CHSt MASHOA OI2H AL

IMCP 220l E&= TLS 1.3 (ProtocolVersion {0x03, 0x04})S AE58t HZS QAG!
= 20l FA0IXIZH TLS 1.3 25 COl A=l 2HE TLS 1.2 (ProtocolVersion {0x03,
0x03}Z HAES ZFete A 2Tl A2 ZR0X Oolo Het oid L XMels &
= JUO0O0F StC.
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IMCP MH= IMCP &EsF MY Z=EZS AI20ld 2ot oA
(negotiation protocol)& Soll =8 Al TLS 1.32 =40 0FStCI.

1o
it}
0z
1<
HU
HN
1]

rok

TLS 1.32 X&otA L= IMCP A= TLS 1.2 2 LUIEIHWH= ProtocolVersion {0x03,
0x03}=2 E&tot=  "Server Hello" BIAIXIZ BFEAl S ol OFSHCE.

MB = {0x03, 0x03} H&A I ZI{Lt =2 ProtocolVersiong X &0tAl 2= 220/HE
oto] ot A& & T2 &EZ (negotiation protocol) HE S BHE Al {2061 0F SHCH.
el MBleE TLS 1.3 25 C (TLS 1.2 25 )0l YA€ HZ protocol_version &1
HIAIXIE BFEAl SLHOE StCH.

o

521.2TLS 1.3 A A2 B& Z2EZS

TLS 1.38 X&ol= IMCP AMAH= 5.2.1.21&820 52122810 52.1.2.320 YAl=
Cipher Suite@+ Elliptic Curve &1 MY Z12lE = BIEAl otLE O|&9 &2 AIE

=2
ot 2ot HZE= Plet g Z2EES 29 offOF &Ch

Oleiget MY &el& Cipher Suite2t Elliptic Curve
(=}

=
5 & H0X otLel 8= REGH = H3E2 BtEAl HEoH0F &Lt

TLS 1.32 Xl&ot= IMCP Z220/9E= 2 Z0lAM AlE AE 212S0 Elliptic

5.2.1.2.1 Cipher Suites

TLS_AES_128 GCM SHA256
TLS_AES_128 GCM SHA384

TLS_CHACHA20 POLY1305 GCM SHA256

5.2.1.2.2 Elliptic Curve &

secp256rl
secp384rl
secpbl2rl

=

2t elliptic curve 182 BFEA| HIL

K
I
ro
im
I
2
&
il
=
>

0
mn
=)
(=)

StCt.
FBMF-STD-003
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5.2.1.2.3 MY el

O

rsa pkcsl sha256
rsa_pkcsl sha384

rsa pkcsl sha512
ecdsa_secp256rl sha256
ecdsa_secp384rl sha384
ecdsa_secp512rl shab12
rsa_pss_sha256
rsa_pss_sha384

rsa pss_shabl2

TLS 1.2 @t X|&ot= IMCP M= BtE=Al TH&2l Cipher Suite (RFC 528901 HAIEIOf
A=) S otLE OlAS AMESIH £ AHS < B4 Z2ESS 299 HOFstCh
TLS_ECDHE _ECDSA WITH AES 128 GCM SHA256
TLS_ECDHE ECDSA WITH AES 256 GCM SHA384

TLS_ECDHE RSA WITH AES 128 GCM SHA256

TLS _ECDHE RSA WITH AES 256 GCM SHA384

= TLS 1.2 g X&ol= IMCP Mbi= Z2c2t0
Suite (RFC 753901 HAIZ O UA=) = dtL 014
ga I2EESS SHoloF &Lk

TLS_ECDHE ECDSA WITH CHACHA20 POLY1305 SHA256

TLS_RSA ECDSA WITH CHACHA20 POLY1305 SHA256

= TLS 1.2 Bt X|&5dl= IMCP A= 2ci0|ED
Cipher Suite (RFC 52460l Z A U=)E
S Al HEOHOLBE SHC:

TLS RSA WITH AES 128 CBC_SHA
5.2.1.3.1 Elliptic Curve &
IMCP A= CHS elliptic curve 18 (secp256r1 2t secp384r1 & secph2irt)sS BHE

7 FBMF-STD-003
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Al X123l OF &tCt.

IMCP AMtH= HIZS ZQIE ZOUS BIEAl XI&oH0F L.

0z
ol
Pl
b
rr
K%
I

IMCP M= 0l218t curve 8 = HEQIE XU I ofLt 014 &

2 2tEAl HSoH0F ST,

52.1.3.2 M8 &1cI&

IMCP MHE= sha2bt E£= sha384 L= shab12 oAl €12lE = otUHE AIE06HY
rsa = ecdsa MY Z12I&=2 K&al0F Stlt.

TLS 1.2 ¢Z2S 84 (£= MHE4)dt= IMCP S220IHE= 0l24st ME 2SI of
Al €12lE £ & olHE RECIHU, AZE €12s &&s ds5g =& ULt

2210IHEDI NHY gnels SEAs ZEoN 2= EL20 IMCP  AHEeE
insufficient_security 0l 2 |

5.2.1.4 Nt QIS e

IMCP M= Zet0IHE(ZS0IHED} UHE LNeIB2=2 HASAMEoe BRE Z8)
Of 2ol gaE M8 2 oAl g12l&2 £8 = otUE 0I8ots MBS BtFE 28
MNEts BH=Al K= offOF tCt.

el IMCP AbeE TOE Z1cIES MEdts ISAE Egst 20 HZE2 Z2i +

|
ot QteCh

IMCP M= TLS S&/&¢0l(handshake)OlAd ZSctOIHENH BHEHE HEtst AW oIS
Mol deis X0t ol BF=Al 2201 EN 2ol MSBE = Server

= AE0dlOF &tlh.

=

ame Indication

=
x
i
al]
=)
)
Im
2
=
T
ro
o
il
1]
o
o
Ol
x

IMCP AMHE TLS 2&/&92l(handshake
olo] Meis XIol)| ol ARIE £ U= CA EAl BFEAl & Z(extension)S A2l

OF BHC}H.
IMCP  AMHBJF Server Name Indication =& (extension)OlLt AlZ2lg £ A= CA
0 A

PN
Indication EtZ&(extension)22 ZcI0IME J|F0 =Est QIS M HosS Hdess &~ gl
= 220, IMCP M= BIEAl 2S5 otAl Z0t0F StCt.

8 FBMF-STD-003



OIS S0ICIHEZEZHEIR(S2EE)

ct
=

5215TLS 2ISAH &Eh &

0

ni;

010

iy
o
T

=
Q
o M
rr

e
Ol
x

RFC 6066 8& 0 HAI= 2 2SN Al RE =2 H(extension)S E& ol
AMEl @F A= RFC 69600IA Ho= A2Ig £ Qe OCSP

ofAlZ 22 elZEE OCSP S8A AEX |=0| 2=

S
i
[

>
O
=
N
10
n
T
T

IMCP A= 2ct0IHED Azl = Y0 Sct0IHEI X&cte A8 €1e
ot KNEet SEA 88 12 OCSP 3 =

ctOIHEO0IH KIS ol OF

IMCP MO dl2le = U= SEAZ MNEe OCSP S MEots SAMU et
O

OCSP SES 22 4 9= A2, IMCP NMHE E% oiZS HOf 6t® o S0t

IMCP A= IMCP 220l ESRtSl H% AZ0 AtZots UASAMU e JHE A2
OCSP SE= Bt=Al ME0H0F 8Lt

OCSP SE2 Z%=2 RFC 501901 Holal E= RAZ MHEE00F otl), 88 Kas
S0l Z& &Kl 2200k 8HCt.

TLS 1.22 Edll MB{JF 22 AIS8 [, M= RFC 696001 Mo HZ2 OCSP oI
N 2&/&0l(handshake) BIAIXl 241 S0 OCSP 29| CIEAM AE 2g/& 0l
(handshake) BIAIXIO OCSP 2¢2 BtEAl Z&aH0F SHCt.

TLS 1.32 E0 AMHII HZ2 AMESS M, MH= Server Hello 2&/221(handshake)

BIAIXISl 2= 3te 2E 0 &S BtEAl ZEoH0F StCt.

IMCP 2ct0IHEE= RFC 6066 8& 0l SAIE HE ABHIF MSB8 S A el BIAl
_ 2510

XE
E= 48 OCSP & OIOIEHE AIE6tH AMH gHE2= 13

5.2.1.6 TLS MI& THH

ME 28 TLS 1
= HAIXIE =456t

3 AZ2 JHd IMCP M= 2201 E2 /2 2l(handshake) &
8 M A& EIZ BHAIXE MBS = ALL

M A& EIZ! BIAIXI= ticket_early data_info extension = &} E&otH OHEICF.

2c0|HEE= TLS KNES MIiot)l o == Z220/HE  Hello HIAIXE
pre_shared key =& WA Ol A& EIZNS E

9 FBMF-STD-003
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HI&E THOH 220l E Hello BIAIXI 241 Al, IMCP M= MI& EIZN0l (H&Bl K506t
1 S0 ED el A2 AIEE A =28t elliptic curve &S cipher suit
A B

MEgi =X BEEAl &QI5H0F SHCH.

N

o
i

L&t IMCP A= 22019 E Hello HIAIXIN HMZ= Server Name Indication &&
(extension)O| &ecf HZUH MIE 2410 SUSHA| BFEA| OIGH0F SHCF.

MHE psk dhe ex 2 &A&E Pre-Shared Key Exchange ModeE E&ot= MA& MM
QA ot=2 BIE Al & 4&H(negotiation) SHCH.

IMCP MHE early dataS X &ot= Client Hello BIAIXIO 20 SEotE L2222 2t
OIHAE= =DJ| OI0IE 8101 MI& MIH Client Hello BIAIXIE 2ol OF SFLCH.

TLS 1.2 & M&ES ZFs IMCP MBle LSS0 olY M&ES TAl AR = JAESE
Ni& EIZN =& (RFC 5077)2 XI¥E = UL

grof IMCP AlHJE O &&= X&otk 28 A& EZ! E2E RFs 2201 E

Bl NlE I RS

— (==}

1
HT
c
rD
e
rn
Q

5.2.1.6.1 TLS & THE &

TLS 1.2 2gY/&0l(handshake)S HMclot= IMCP Z22I0|HEE= A ZEAl =&
(extension) (RFC 5746)2 XIK&H 240| X8 0] & X (extension)lfl U= 2= HI0IE It
A2 90loHKl= &

ZatE S2U0IHE Hello 2€/8 2l (handshake) BIAIXIE 2HiC=

TLS 1.2 SE/&02l(handshake)S Xclotd U= IMCP MH= RFC 57460l 23 ots
HEQF 201 A Hello BIAIXIO XH& & (renegotiation)S XIR6HAl Z=Cts AS LIEHWN
= Bl MHE & (renegotiation) EAl &S BFE Al LSHoHOFSHC.

TLS 1.2 SE/&02l(handshake)& Xclol= IMCP AHesE oZ I2t0IE S THE A
(renegotiation)S | Tot)| gt Hello L& MHAIXNE Scl0|HEN E20 2 Q=

5.2.1.7 DNSSEC (Domain Name System Security Extension)
IMCP AHl= BFEAl RFC 68401 RFC 40330 &= DNSSEC MY R HRA0|

O10F StCH.
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i
i
AD
b
&

5.3. IMCP OiZSclalol& =2

| n

M2 (IMCP Application Code Signing)

A JtsotAU oA Jtsst DE= Z2E IME MIME IHIIXIZ2 HIIEEHOGHH &S

BIEAl TSt 201 S/MIME H&E 3.2 (RFC 575101 ZAIZ O

>

2

rn

()

i

w

[}

L

S
o

(1) X M2 o= A2 44510 fol S/MIME 3.4.3 20l HAIE Aoz
M FIIE{OoF StCt. M2 MA & Content Type application/pkes7-signature2| name

authorp7s & & AT/ HOF S, oY Content Disposition 2| filename
author.p7s & /§£5|0'|OF StCH HAX AZE BtEAl =S MIME
M = MZ gt LIEFLIOF SHCH

B[S
X 0x

o o

T

r

Sy

rt
In
3 Z > 2 M0

E:I
W
s
0

(2) BHEX M¥e o= NES 4510 2dH S/MIME 3.4.3 0l FAIE Haoz
SO M2 MAS= Content Type application/pkcs7-signature@l

name 42 BtEAl distrib.p7s 2 & E00F ot12, oiE Content Disposition
O| filename HAH 2 BIE Al distrib.p7s 2 E& & 0{0F StCH 2teF =M X MO
g2 zE MIME IIIXIS HEMW &= HMIE2=Z HAIE O

StCH Xl 22X HHZEX MY2 =3 MIME THIIXS SFHM &= ME2=2

(38) 2PE NHES YE IIE MIME WIIXI0 Z&= S0 = 0{0F &L},
S/MIME ZZAMHAS AMSot MAE MBS RFC 57530 A2E HZ elliptic curve A
H H2lE s EHO Us 253 UHAIX SY(syntax) (RFC 5652)0 et IR E L

O10F StCt.

S/MIME CIXIE NMZEES 2Es U= U352 ZZ2E0| A= E010F &t

(1) MY &L BIAIXI CIOIMIAE 2els2 ts & = otLI0I00F ST
. rsa- pkcs1 with sha-256
. ecdsa curve secp256r1 with sha-256
3 ecdsa curve secp384r1 with sha-384
. ecdsa curve secp512r1 with sha-512

(2) Signerinfo Et2I2 S/MIME 2.5 Z0l FAIE HE MY0l MHE Al2tS E&6t=
SigningTime H4&2 BIE Al ZEGH0F SHCH 0 82 BEAl AYE 402
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5.4 QIZA U AN 22

2 E=0HMe oH4Y X.509 20 2| JIBH(infrastructure)

T2 (RFC 5280)2 IMCP
TLS AH 2t IMCP OHEScIA0IE A Jl& S0 AIEE= ©

ISMH2 JlEg Z2EZ A
SetCt
CtS Et el eISAS01 IMCP EXI0A 218 Z=2AA SO0l ArE =0
« Ol E= 1 0142 FE QUSA: 0 eSM= A2 s J1201 A=
FEZ 2o M = Use NAH HNE=E USHOILH dzE = Ue FE
ISAMO TEotHE 2 2USEM 2 Sa4d M ZZ2ANAI 2=
TLSOIAM= Olddet ISAMUl Ze= MBS Mg 2RI St
« Q2SI 2SA: 0] USAHE MY = Us FE A4S JIZ0ILt M =
As FE S JI20 Ul sA BZE &g = Us 2S5 JIZ0A
Ef=LlB S

« TLS AH Q2SA: 0l eIsAE dg = s A8 JI20AN £=otiH A
IS0l AL=E T

« IMCP OHZc2IA0IE AEBX SA: 0 ASAE A2E = Y= A4S JI20A
gdgotd ZE AZ0 AHEE L

A

E2= IMCP ISA= BHEAl X.509 H&E 3 @IS AO0I0{0F BHCH.

IMCP QIS A0 E&=E T = Ils= BIEAl RFC 32790 HAl= gtgo=z oY E ZF A
AOI = (2048bit) RSA 2ILF RFC 54800ilA &OolE IZOIE ILSHI} elliptic curve 1SS
AtZ206t= ECDSA 3| 0]0{0F &tC}.

IMCP QIS A0l L&l 2= RSA AE 2 BI=Al RFC 32792 RFC 405501 EAIE RSA
Mg glel&ss et A2E & 00F etlt.

IMCP IS MOl 2Z&tel 2= ECDSA ME2 BIEAl RFC 575801 EAlel ECDSAS M
gielss Met ¢13E Ef00F ot ECDSA MY €12l&S 201 AtEotI| fIoh <0
N ZAIE (5.2.1.1.10 5.2.1.3.) oAl Z1elE & StUHE BEEAl ALE0H0F St

12 FBMF-STD-003



OIS S0ICIHEZEZHEIR(S2EE)

2= 247 2USAE 28 RSA 3| IJl= BFEAl =4 2048bit0l ) 4096bit0l 0 O

o

H
fn
M
0z
4
e
Ol
x
i

?I18t ECDSA 2|1 AJl= BHEAl =& 384bit0I010F SFCH.

5413 18 J|& 2SN EE2THY
E= e3J|2 2ISAHE RI8t RSA I AJl= BFEAl XA 2048bit0l 01 OF &Lt

C= o8JI& QISHE ?I8 ECOSA I3 AJl= BFEAl A 256bit01010F SHCH.
54.1.4 Kbl 215 1SN T20HE

MB eSS S8t eIESAME RSA I AJl= BHEAl Z A 2048bit0I010F StHCH.

2 AW &S et IS KM ECDSA 3| AJl= BFEAl =l 256bit0I 01 0F SFLCY.

Subject Alternative Name & &t (extension)2 Q=2 AMHS2 DNS Name = IP
AddressE BtE Al LIEHLH D &6l OF SHCF.

Extended Key Usage &t & (extension)2 QS AIF TLS A S0l AI2ECH
EFLHD] <ol id-kp-serverAuth gtS BFE= Al LIEHLH D A A GHOF SHCH.

rir
»y
nio
C

5.4.1.5IMCP OHE2IFI0IE HEX ISAH T2

2= HSclAHolE MBXL ISHE I8t RSA Il IJI= BtEAl E4 2048bit0l 01 OF

ro

a

00

Oz HAEOOF ot BtEA| digitalSignature g8t

o

Key Usage extension2 Z £ Al

Letolf OF SFLCH.

Extended Key Usage extension®2 S AIt CI2=2& & Al
O AtEECle A2 UEtUWI| fI0H id-kp-codeSigning gt= Bt
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5.4.1.6 OCSP SEX

| A~ 2048bit0I 04 OF BHCH.

S

BHEAI

& RSA 2| AJl=

SHE

ol
—

|2~ 256bit0I 01 OF &FLCF.

BIEAl =

ECDSA 2| A=

&t

SNE 9

ol
—

ol

Extended Key Usage extension

LEEFLH DT

H id-kp-OCSPSigning

0

N HEA

IMCP 220|HE 0I5

5.5

i
3
Ko

oJ
JI

o

S0l tiet €82 CEA 20532 =10 UL,

oiI24L

st

LBl

E

SAM A
A NE

Ko

J)

<k
ioll

o]

2

12

HeZ AIZH0I X0l et

gt
o -

CHE

JU

u
u

ul
OH
ul
™
K

-

KO

W
)

)
iy
Ju

)
ol W

5.6 2ISA HIJI

Ko

208 MY JI20A AL

clAolE

E=s
=

IMCP At L= IMCP OH

ULH.

FALO K

J

o .
m o
ol o3

5.6.1 TLS N CISAKE R&t CISM HIIZ & 3=

o ANt IS A0 CHet

2FJFO
=/

UA

AL
e

!

iofl

IMCP A H

o)

i
Y
%0

e

<0

OtOF ofH

oF
s

BEEAl ME L X

ot

HAl= HZCHOI0]OF

2 Br=Al RFC 69600

23

ol
&

FOl BFE Al Preferred Signature Algorithm extensionO|0{0F &t

[m]
[uik}

ol L&& extension

194

Ct.
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OHLSOICIEZELHER(ZE2EEF)
F) U2 MY 2helss KNFoles Z220IHEE UFAIII| [l AMHeE
Preferred Signature Algorithm extensionOlAd CIE gt2 AIE06tH S8 OCSP S

EUZ2H SAH dH 322 2EoH0F S

5.6.2 IMCP OHZCIAHIOIE A AUSHE e 2SAH HII &8 L

IMCP OHZc2IA0lE ME 22Xt

aHOE GHHH, Ol= N STl AEEs M)
olCt.

rr
T
In
=
e

SN SH E2E OCSP S0 2F

elSot=s 22l eISA0l Mok fg

OCSP RE=2 OCSP SEAIJt At8ots d= ME 212|550l SHA-2565 E&ole
RSAOIctE XS BHEAl LIEHLHOF SHCH.

IMCP OHZ2IHOIE MHO 22 SigningTimedt AY 2|l Q1SN AEIE LEUWE=E
oY OCSP €2l producedAt time2 BFEAl E2t0F Gt 1 X0l= 1& OISOl OF &t
Ct.

IMCP OHZS2IA0I&8 AE &clkt= OCSP SE= BtEAl A HSclAO0l &0 ZE ol
OF ot11, OCSP €0 MZ 22l AUSAMl &EHJt “good”0l OtLI2HH(RFC 696001 &
Al de-la.:.*) M= HS2IAHO0IES Lot 2O0t0F StCt.

OHEC2IHOIE MY JI&2 MY = HE| 2t Cryptographic
Message Syntax (RFC 5652) IO [|XIE AZE2 otherRevinfoFormat Z =0
OCSPResponseS Z & ol OF &tCt.

E

M
=
<
m
[
a
K
=2
1
ool
n

OCSPResponse= RFC 59400 BAIZH U= EHES [H2tOFStCY.

Sct0IHE= =4It OCSP 8¢ HIOIEE AtSotd HS2IA0E Z208 HE D2

£ QlEot= 2USAMIL OHSelAolE Z208 MY AIE0 R&8HAl =QISHC

= ZlMd= Z2c0IdE EXt MY EXZ2 28 S EXOF AE 2% Il (pre-
C| (] =) E OIH._I'EQ gt

shared key)S IIMAIZ|ID oY IS AI2oIH 2SstE d2s EFH6

15 FBMF-STD-003



DL S0ICINEZEZHEER(Z2EE)
ME B8 12 AFE60 A/33801 el = &XI (PD, Primary Device)2t ZIHLIA &K
(CD, Companion Device) OHEcIAHO|E 2t 2S3t= AAS HAFHGIH, CO= 20|
E d9g2 ot PDE MHQ HEtsS GFAH EC.

571 AN 27 3| S5

5711 ME 3% 3| AEX

-

ScHO0IHEN EX& 2 Al SR3= IIE S=ote oiE AHH 2 UUIDU 2ol BF=Al
X EI00F el

MBI X1 2 AtY SRIIE JIE SRot= oiE Sct0IHES] UUIDN 2o BHEAI
EXE 00k 8tC

OlE 59, UUID= A/3380l HAI=E &HXl Z2=(discovery) Z2E20 HZ2SIC}.

57.1.2 AI™ 57 3l dilAl €12lS

ME E7 Jl= TLS 1.30A AFESHD| 28 IS =€ M, TLS 1.3 3| A3HE =
SHANA sha 256 oAl Z0elS &H AFZZI O 0F ST,

Ol

5713 & 3% I d

0x

| :
1) MBe 128 HIE UUID 2+ 2ct0IHESl 128 HIE UUID E =AUIZ
_‘

A
2) HMAC-sha256 = JI2 S2IAl Y= =2 AIEol0 AIE 37 Il
PBKDF2 (IKM, salt, 50000, 32)2 & &ttt (RFC 8018 &HX).

i

5.7.1.4 3| &4 HAE HH

OteHiel GilKl L2tOIEHE AtEotH 22 ME B7 I dd= SH2H F2&6tE ot

=9 Ictilg ot - =0

Input:

Server UUID = 0x123e4567¢89b12d3a456426655440000
Client UUID = 0x98734716276497582763764874687252
IKM = “UserPassword' (0x557365725061737377617264)
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Intermediate results:

Salt = 0x123e4567e89b12d3a45642665544000098734716276497582763764874687252

Output:
PSK = 0xf7a28206cfad1076ebalfce76245e¢012f3575f70bcbe407f03d53ca8265de32

5.7.1.5 S& A&

AME BR J1Jt IHEEH Sel0IHES MH 25 32 & 0lot2l ASCII A2 R4 E
KMt M HSE010F L.

ol

r

IKM2 220I¢E = M2 37 HZ20l 20 HEHHM=s 2EH, Sct0lgES
NMHE IKMS 20 MHAIEHA S et=ICh

57.1.6 AHd 7 Il N&EA

o

&l

rr

S0IHER A= TLS 2= £€8ots €12Sh S 0Ez S& X
o 2

gEotLt delg = Use I &

EHUHAM AME B8 IIE MAHote JlsS Z220IH9ELA MH2 Privieged Application
oF BIEAN JIBte g %= e I MEAIF Z2A0|HE E= AH XA A

572TLS1.3 AN =7 3| u& utctole

TLS Z220IHE F&= ot 220IHE X% TLS A HE=S ol= AW EXI=
571200 et mE MM % IIE ALE6tH TLS 1.3 HZ= €38 = Ul

Ol HZ=2 H&FotI| <ol 5.2.1.2 ZUHAM H2E TLS 1.3 MH HZ & &t (negotiation)
A

8 S&= 212 &M ArS =L

TLS Z22I0IHE &Y /&0l(handshake) 2&F2 TLS 1.3 ZTZ2EZ22| AIE2S LUIEHHO,
TLS MHe= Ol BH&EQ TLSZQo Ct2d0l1=(downgragde)E

= QteICh.

& At (negotiation) ol A
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TLS S20|HE= LAIEQI ECDHE 9I% AAE £ UH Pre-Shared Key Exchange

ANE B7= IIE AMEGSIH TLS 1.3 HEBS £&F& MB EXle= oilgd HZ0 et TLS Al
(5.2.1

6 FX)E XIFoH0F StCt.
5.7.2.1 ME 37 3| oAl €12IE

ME E5= Il TLS 1.30lA AtE0lD M, TLS 1.3 21 &3s &=
ZNA0IA sha 256 off Al 202IS S AFEE 010k StCh.

40
ron
=
|
S
ﬂJIO
ﬂH>|I
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£ = 1-3
(2 222 EF2 25510 SIs UBO2 HEE9 ULE 0tY)

|. 2

S E20A

- NGBF-STD-017, “IP 2|8 && &

Ct:

ZEl CA/DRM 2E =

AA0A 2 RFPAET, 2016

- FBMF-STD-002, “IP JIgt && SH0AM ZEl CA/DRM 2E = 25 AIAE O
X7, 2017

&) HE2 = HEUA O=FL As IMCP AIAES |RAAHOA H QFANE
ANAE OIS XM E d2otl UL
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