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Preface

1 Purpose

The purpose of this standard is to define decentralized identifier—based forensic
watermark identifier and document structure that can be used to monitor illegal
distribution of broadcasting contents to which forensic watermarking is applied. This
standard does not replace the existing forensic watermarking technigues. In
conjunction with the existing forensic watermark identifier (or payload), it can be
used to recognize and take appropriate actions to illegal distribution by a
broadcasting contents service provider or copyright holder, or an illegal contents
distribution monitoring organization.

2 Summary

The standard defines a decentralized identifier—based forensic watermark identifier
structure and document structure that can be used to monitor illegal distribution of
broadcasting contents to which forensic watermarking is applied. The decentralized
identifier—based forensic watermark identifier expresses the forensic watermark
identifier(or payload) in a common structure and is used to refer to the forensic
watermark decentralized identifier document. The forensic watermark decentralized
identifier document may include information on broadcasting content, information on
a service provider, information on a forensic watermarking technology, information on
a recipient of a notification message, etc. Using the content of this document, a
notification message according to the recognition of illegal distribution of
broadcasting contents can be generated and delivered to the
operator/system/organization in charge of handling illegal distribution.

3 Relationship to Reference Standards

The standard refers to chapter 9 UHDTV Content Management Information of TTA
TTAK.KO-07.0127/R5-Part5, Transmission and Reception for Terrestrial UHDTV
Broadcasting Service — Part 5: Content Protection to express restrictions on
distribution such as copy/movement of broadcasting contents.

ii FBMF-STD-020
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DID
HDCP
URHDTV
URI
URL
VOD
WM
XML

Augmented Backus—Naur Form
Decentralized Identifiers
High—bandwidth Digital Copy Protection
Ultra High Definition Television

Uniform Resource Identifier

Uniform Resource Locator

Video On Demand

Watermark

eXtensible Markup Language
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6 Zalal U
ol oA =

]

I3 24 AET & 22X 32

ASIEDIR 2o A DR 24 MBI 24 REE FoC

e

6.1 HEA SUEOID 2ot AEX PE
ABNF 72 E& LAl S

7z
=2
10
ro ]

wm-did = "did:wm:" wm—data

wm-data = registered—-data / ( unregistered—data ) / ( registered—data

unregistered—data )

registered—data = register—subject encoded—data

unregistered—data = encoded—data

register—subject = "d" / "s"
encoded—data = basel6-encoded-data / base64-encoded-data / base64url-

encoded—-data

basel6-encoded—-data = basel16—-encoding—character base16-string
base16-encoding—character = "f' ; base16(hex) encoding [RFC4648]
base16-string = 1*(HEXDIG)

baseb4-encoded—data = base64—-encoding—character base64-string
base64-encoding-character = "m" ; base64 encoding [RFC4648]

base64-string = 1*(base64-char)

base64-char = %x2B / %x2F / %x30-39 / %x3D / %x41-5A | %x61-7A ; +, /, 0-9,
=, A-Z, and a-z

baseb4url-encoded—data = baseb4url-encoding—character baseb4url-string
base64url-encoding—character = "u" ; base64 with URL and Filename Safe Alphabet
encoding [RFC4648]

base64url-string = 1*(base64url-char)

baseB4url-char = %x2D / %x5F / %x30-39 / %x3D / %x41-5A | %x61-7A ; -

(minus), _(underline), 0-9, =, A-Z, and a-z
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OIS S0ICHEEEEEE

HEXD'G — D|G|T / ||A|| / ||B|| / ||C|| / IIDII / uEu / ||F||
DIGIT = %x30-39 : 0-9

ol 4 AlET A0 s 89S W3C DID E&E[1] 382 FEFXISHCH 0 BE&
UMz ZalA E0I3 24 AE X2 DID HAE 0/S(DID Method Name)g “wm”™2
2 Hostth

Of &2 2 Zdlal AHOY Jl=0lA &E2lot= registered—data®t unregistered—data
of oHE&E= OoleH P*=xE JSCt. Method Specific Identifier0fl dHEoteE
registered—data®t unregistered—datatil Z& %= GO F2XE HoG6HK &=L WM
DID H&l|= Hdl4 A0 & 2& ZEXM F2E ZdA fHN AEN £
= HOIZZ=0A AJ] WMDIDZ HE = RT& 4= A0 O0F StLH.

2t ZdlA A 0t2 J1=0] registered—data®t unregistered—datall HY FE=2 ALE0t
= 28 st 22 U3 20

- ZEA 0 Jl=2 TSt g ZH=E AHlA A X = registered—data
Al

Ol Yotz ZEellAl AHOHY OO =t @25 WM DID Document M & A

ol AFE S2& 2= UCH 62 WM DIDIF $41D|12 tHaoz dZ2hs EL M
A QIEIA L 2AD] REH(2E EH|) SO0l registered-datalll e &
b 2 = QUCH CE 0l2 WM DIDIt VOD AECIY MEZS aez d3Ee
2R AEY AIFH/EZ AlIZH MESE 2= ZE S0 registered—datadil of
Sote 380 € = UCH

- ZelAl OO0l =40 S0A EEE = ZXR registered-data ® ZAt=

a

"(device)2 HAIG
= “s"(servenN@ HEA
» unregistered—data
- unregistered-datalil HEotl= 2= WM DID Document &AM 0I2 S5
(@)

D, A SUHA Es35Hes 32 registered-data & &4t
|

g = gl Z2B0ILh OIS S0 LEECz dEL= A2 Y& (Linear TV)
MHEIAS] B =41D|0F HE8ictE MUIAL AETH FE, AR &8 A2t E8,

MBIA A" AIZE 32 S22 01

20l ohg= L.

2l SEg £ = ¥ 2 unregistered—data &

WM DIDJt 2 &e= a2 1) 241012 2) M&0l ULH.
1] CHat DID &=0 thet 882 s &0
o 2AZH &E2 M S0A SF =401 g3 ot LAl A0S HEg
= o8z fAINAM ZalA e 0t (Client-side Forensic Watermarking)Ol
HZE L.
o ADI0 CHEY EE(MBIA AFSR, FMZEAN ZEA HOZ Dz M3 S)0l
CH

st WM DID2F WM DID DocumentE MAdst = WM DID DocumentE WM DID
Document M&EA0 02 SE& = U
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OIS S0ICHEEEEEE

10 Jl=0ll 2o 4

o FADINAM AAIZE S 4 F AR =S A EdA £
= MAT= Zes H0I3a AMEX L= HOIZZ0 WM DID2l registered-
data®t unregistered-data F2= MY = U= 20t Ze&fE = UL
N& e WMDID Z2=01 Cist 8422 O3S &C.
« VOD AEC|IY MHIARL 201 MHUNMN S =4I| JHESH ot ZalA] KEOt
22 H88 £+ Us T2 AHUA Zdla /e 0t2(Server-side Forensic

Watermarking)0l M 22 £ QUCH (82 VOD AECIY ABIAOIHZIE £=41D]0
AL

A
AN HEEla A0 HEZ AUCH 0l B2 =& Uia WM DIDIL BEE

Ct.)
o YUIROZ VOD AEZIY AIF Al 241D HAC2 YU35t=s ME AEIHEs=
E2) 20l et ZaA E0H20l E2EC,

+ VOD AEC|Y A& Al £= 0IF0 0 AIE AEIHE= E2) 52 20 Tet
WM DID2t WM DID DocumentE #&otll WM DID DocumentE& WM DID
Document M&EA0 SEE = UL

« M& AEINE=s E3) S0l et 2t registered—datalll Z&& = QULCH.

e unregistered—dataz AE&ECZ EME = UL}

6.2 HEelA AEOIT & AEN M X

TEA 2E0ID 24 A8 2AM0 ZE&E = SH(property) <E 5-1>1F 2CH 1
2 FTR =42 W3CDID EE[1]E &EXs&tC}.
<H 5-1> LglA!l 203 24 AYX 24 S48
Property Use Data Type Description
id 1 string unregistered—-datas Ml 2l &t

WM DID (unregistered—data®l
Prefix “:" & NI2l)

g XE
CH A

o
|.

subjectType 1 string WM DID &2 Ui& 8
= “device”: £=41D|
=  “session”: MI& Ha

sessionld 0..1 | string WM DID &2 & |E01 Al
AL MHIA HI&E CHE
(WM DIDJt #4101 O

< 0l &=2 &MotX

>

6 0x >
R

~

<00 e g re

=

created 1 string DID & DID Document M
|

A 2 AI(XML dateTime &4A!)

asset 0..1 | object AMEIA HsEes 8s ZH=
of gt 22 WM DID &3
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OlcHLSO0ICIHEEZEHE
et |0l M&Eel FL208t
= TH

id 1 string ZEI= AGEXt gt
idType 1 string ZEI= AEX A0t
name 1 string ZEH=x 0|8
genre 0.. string ZE=x 2H
serviceType 0.. string ZHIX AHIA M2 SEW
startTimeOffer 1 string FZE=x AUlA HZ A& AIE
(XML dateTime &4l)
endTimeOffer 0.. string ZE=x AUlA HE 2 AlE
(XML dateTime & 4l)
provider 0.. object ZEX MHIA M3A 32
entity string ZE=x MHIA MSBX 018
contact 0.. string ZE=x AHIA HSKe €Y
Xt 0lE
email 0.. string ZE = MUlA H3SAe €Y
Aoy =4
url 0.. anyURI ZEx AHA HSKH E2E
2= = A= URL
device 0.. object =410 it BE2 WM DID
243 Ua |80l 2=A0]00 &
Soer =M
mfglndex 1 string =48I HEAME FEE = U
= odA 2L
model 0..1 | string e 4D 24 (2d 9H)
watermarkld string g =ADIE A2/REE =
U= EElA KEHO0IT AR
watermark 1 object Zelal AH0HY Jls 82
id 1 string ZelA HOHY Jl= A8
at 1 string LAl AH0HE HE /AKX
notice 0.. object =8 ZH= |3 22X Al S
Xl BAIXIE HMelg Notice
Handling System & &
entity string Notice Handling System O|&
contact 0.. string Notice Handling System &&
=
email 0.. string Notice Handling System &&
A olng =

FBMF-STD-020



=
[

url 0..1 | anyURI
E 22 = A= URL
contentManagementinfo 0..1 | object BtE 2HIX ZEAH/0lS S HIE
Ol CHEF MISfALEr HE
version 1 nonNegative | T2 B35 AlS HAE HE
Integer
redistributionControlCode 1 object St T2 ) BHE Mo 38
code 1 nonNegative | BHEZ MO HE gt
Integer
redistributionCondition 0..1 | object BHIE £
holdbackTime string BHE o1& AIE
(XML duration &2!)
allowedMaxResolution | 1 string BHE oiE ZI0H oHA %
allowedCopy 1 nonNegative | ZItH 31& SAI &=
Integer
redistributionArea 1 string S = g =s

ZEA SEOIT 2o AEL M0 A= 2 =

A0l Folgl 42 Ct21 2L
id : WM DIDOIA unregistered—data 222 KM <& WM DIDOICt. unregistered—
data 2Ol FAE  Hesttt. WE s WM DID
“did:wm:sfad38add7bcc1134f8d45e4f944e09ab8:mWUNJTM2RmZGK1NSYU1JRz
dkRWSW” @l “sfad38add7bcc1134f8d45e4f944e09ab8” 2 registered—data
202 “mWUNjTM2RmZGKT1NSYU1JRzdkRWSW” = unregistered—-data
Ct. Ol &2 id =40l= unregistered-data 221t 0] 2ol U= “7
&l “did:wm:sfad38add7bcc1134f8d45e4f944e09ab8” 0| X & & Ch.
subjectType : WM DID 22 &2 RS KNFEL =40 (e 7€ 3=
“device” EXE=Z, NE HA
WM DID 22 U4 |80l A& Hael B2(subjectType
g MHIA MENA AEE=E A8 gte A8 e HAISHC
MEIA HlE 22| HAMM sHAZHOoE ot XS 0104 Ol
UM E SgotH AR Z=CH WM DIDIE =410] tHat &0l
2 =TolXl &=Lt

created : WM DID £ DID Document

ol

o| =
MT

Ho
o T

£ =20

=t ’e

sessionld
“session”)

o 2HE2
E
-/

T ><
HZ= Y

M UXE XML dateTime €AloZ A EEt
sSEez Nste=

Ct. WM DID Document M 2 X= WM DID Resolve Al 2 WM
DID Document HIEIHIOIEOIA AEHEOCZ HZ2E =% UXSH EE=2 WM DID
Document XHAMIOI &&E ZF=II&tCH. WM DID Document AHAHIN Ues ML X2t

WM DID Document HIEtCIOIEIOIA M Sdt=
StC}.

asset : 0] &=2 AHIA HESE= ZE=0 st 22 M3&C WM DID &2

MAATI THE &

10
[Pl
>
S
40
x
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| 2H
2 (subjectType == “session”) |8t =1
-id: 2E=x AEXt 2XN4EE2 NS

- idType : 2HIX AEXS Edols AI|0IES Aldgol)| {8 2oz s S0

did, doi, isbn, uci S0l
- name : Human readable ZH = H=
- genre : FHI= |&= XNEHEL. WE =
AotD, 8¢ 2EIXQI B “music’zs EAE
= A

[ Ry |
P o
o g2

S0I0o
tCH.

el

H

2d
=]

FEl
MM

=
[

on 0%

o
0z
30
02
o
=
£
o
ol

r

- serviceType : 22 =J} AMBIAE = EHIE X
MEIACl AL “ondemand”Z, Lo &E MHIACQ!
Ol H& MBIAQH B “data”2 KIFE = ULH 0 HEWM=
HIA XS SHEH0 CHE gt=S SEol 2otk E2H AUlA HMSXA 22l 3
M XIEEC

— startTimeOffer : ZEI= AHIA HES AlE AlZ2tE XML dateTime 84122 X &

0z
o
=

0

rol

StCt.

- endTimeOffer : 2H= AHIA M3 25 Al2t2 XML dateTime 8422 X &
StC. MHIA ME 2 Al2tils E4HQ S8 &g OtLlet MHlA JHS Al
0| HIBAHCZ Bgtle AT ZEstCt. WM DID Documentdt MBIA
= A& Al MHEACHH WM DID Document= AHIA EEZ Al endTimeOffer
£ JI=ol)| <ol dal &2 2= JUCH

= entity : 2EI= MBIA MBAH0 e 0IS
» contact: 2E= AblA HSA W 82X OIS
» email : 2EH= AHHIA HSX W X 0lHIE =4
= url: @EX MUIA HB3A 22 22 = U= URL
device : WM DID &2 W& R0l 410|121 Z2(subjectType == “device”) ==&l
Jl0l CHSr B2 E &S,
- mfgindex : =&1J] MEZALE AEE = U= 8L 2LHE
- model : =AD| 2HH (2L SH)
- watermarkld : =&IJ|E 22/FEE = U= AER
watermark @ @& ZEI=X0N H8&= ZelA EHO0Z Jl=0 S 82 E ELEs

Al | A IXNE XNZet. HE s &5 AEeY M
HIACS B2 MY S0HA E88 £ A2z 0ldd E2 0] 42 “server’2
XNHE 2 QUCH ot =A1D| LHOIAM Z2lAl 2AE0120] MEE0H 0 S482
client"2 XI&& RULCE.

L

AL

T

notice : 28 TEH=X K|S QA Al EX HAIXNE =4 22 Notice Handling
SystemOl CH&H LetXOl H

— entity : Notice

T

andling System 0|&
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— contact : Notice Handling Systemlf &YX
— email : Notice Handling SystemLl{f &YXt
— url : Notice Handling System 88 22 = U= URL

« contentManagementinfo : ZEIX S AH/0 = HHEON CHet HIZAtE2=2Z 010
et 892 TTA X&LO UHD &4l ZF Part 5 2= 25 9% Content
Management Information <& 9-3>= & X &t(Ct. Content Management Information
o XML elHEDI 0 =40l & t. Content Management Information2l
Signature XML 22|HE= AIE0HAl &=L
- version : Content Management Information2| version & &=X

— redistributionControlCode : Content Management Information &l
RedistributionControlCode XML €e|HEE FHZISHCH 0 542 otf £4S
oll CHst 43832 Content Management Information&l
RedistributionControlCode XML 2elHE Gt L2|HE L= 582 FXE
Ct.

- redistributionArea : Content Management Information2l redistributionArea =4

= &It

WM DID Document® Service =492 S 22 Notice Handling Service2t
C

0%

MOt Zae 4 Uk

Unregistered Data Resolution ServiceOll CHEH AHIA S

<H 5-2> NMHlA sSHE EE2
service use id type serviceEndpoint
Notice 0..1 W3C DID | “noticeHandle” EY 2= 2 2
Handling 73[1] Xl Al SX OHAIXIE
Service Service dee Notice
=49 id Handling  System?2
=4 X URL
Unregistered | 0..1 W3C DID | “resolveUnregisteredData” | WM DID =
Data A [1] unregistered—-datas
Resolution Service oot E2E M3
Service =49 id off == AMHlA URL
=4 X

NE U ZLels A0 =4 ANEXN 242 e UGS 2L

{
"@context": [
"https://www.w3.org/ns/did/v1",
"https://wmdid.com/ns/wmdid/v0.1"
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"id": "did:wm:sfad38add7bcc1134f8d45e4f944e09ab8",
"subjectType": "session",
"sessionld": "ad38add7bcc1134f8d45e4f944e09ab8",
"created": "2022-09-14T04:01:10Z",
"asset": {
"id": "did:crw:7bf61676—12eb-436c-95de-08791d0b69f0",
"idType": "did",
"name": "4 Mile",

"genre": "movie",
"serviceType": "ondemand",
"startTimeOffer": "2022-09-14701:00:00Z",
"endTimeOffer": "2022-09-14702:01:00Z",
"provider": {

"entity": "Service Provider Company",

"email": "contact@serviceprovider.com"

},
"watermark": {
"id": "Watermark_vendor_1.0",

"at": "server"
h
"notice": {
"entity": "Service Provider Company",
"contact": "Anti—piracy Responder",
"email": "antipiracy@serviceprovider.com"
h
"contentManagementinfo": {
"version": 2,
"redistributionControlCode": {
"code": 1,

"redistributionCondition": {
"holdbackTime": "P2W",
"allowedMaxResolution": "720x480",
"allowedCopy": 9
}
h
"redistributionArea": "KR"
h
"service": [

{
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IIidII:
"did:wm:sfad38add7bcc1134f8d45e4f944e09ab84#handleNotice",

"type": "handleNotice",

"serviceEndpoint": "http://10.0.0.151:8084/acns/v2/Notice/"

"id":
"did:wm:sfad38add7bcc1134f8d45e4f944e09ab84#resolveUnregisteredData’,

"type": "resolveUnregisteredData",

"serviceEndpoint":
"http://10.0.0.151:8085/resolveUnregisteredData"

}
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- WM DID Document S5
Opt J [Unregistered Data Resolution Service]
Unregistered Data Resolve 8%
_ Unregistered Data 3|4 Y& &
j WM DID Document % Unregistered Data sf4] HE2E
|23 28 SE A% oIx| HAK 4N
24 9E 4% 0IX| 0AX HE .
SE M3 OIX DAIR £4 25
(O 1.1-1) ZaAl AHOIT 24 AETE 0|28 =X =X 0
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Bl=o| Hellal 203 A8YA £= HOIZEEE 22 & WM DID HEIIE Sl WM
DIDE &=CH WM DID Resolver Solf WM DID Document MEANAM WM DID
DocumentE & =Ct. WM DIDUl unregistered—data’dlt =Mat2 WM DID DocumentOl
Unregistered Data Resolution ServiceOff et MHIA SHE HEI Us E=2
Unregistered Data ResolverE& &olf unregistered—datalil st oid EE2E =Lt =2
B gt =X ZUEE 2 WM DID Documentlt MBSO Z =IHol= unregistered—
data ol HEE 0|20t =8 RS &= oXH et SK HAIKNE MHdotd WM
DID DocumentOl JI=S Notice Handling Servicell AUlA SEHEO=Z EX| HAIXKE

& Eetlh.

15 FBMF-STD-020



Olch 2S00

-1

=2
=

=
L

30

U
I

Ol
KH
[

o)

Ok

9]
0
H

ol
d
H

ol
T
o+

I

0
5%

00

-

0o

—-=
1o

FBMF-STD-020

16



Olch 2S00

= 11-2

=
L

30

Ju
I

Ol
KH
[

o)

Ok

9]
0
H

ol
KH
H

ol
T
o+

I

100

)
)
Ko

ol
@

0
5%

00

-

0o

—-=
1o

FBMF-STD-020

17



oQ

ol
0

MM

Ol S0ICO0HEEEEE

Q0
00

18 FBMF-STD-020



MM

Ol S0ICO0HEEEEE

22 -4
(2 E22 I8 BE51)| fst Ugoz B9 22 0tY)
&0 28
Ot DJIMHE &N 289 &2t20] JIME d2R, Y EE(2M)2 oY HEl CHoll A
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[1] W3C Decentralized Identifiers (DIDs) v1.0. Manu Sporny; Amy Guy; Markus
Sabadello; Drummond Reed. W3C. 19 July 2022. W3C Recommendation. URL:

https://www.w3.org/TR/did—core/
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